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Chapter 1
Requirements and Motivations

The development and validation of fault toleraobmputers for
critical real time applications are currently both costly tme-consuming.
Often, the underlying technology is out date by thdime the computers
are ready for deployment. Facingthese obsolescencéssues, the
requirements and objectives of the GUARDS project are determined by the
fundamental motivation of introducing Commercial Off-the-SKEDTS)
components in Safet@ritical and SafetyRelatedsystems,allowing them
to take benefit of the fast progress of technology.

More than a just anew kind ofarchitecture, a generic approach is
sought, which would encompasachitecture, technology andesign
methodologiesThe GUARDS approach, which is aimed at covering all
these aspects, is a global system-engineering approach. After setting out
this fundamental motivation, this chapter intends to describe thetlend
users’ needs and the subsequent requirements.

2.1 Fundamental motivation

In a world in which business becomes maaed more difficult,
minimising the overall cost of a project improves company
competitiveness. This is particularly trder the design of dependable
computing systems whichave a lifetime of several decadégalysing
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2 1. Requirementsnd Motivations

this overall cost implies thanalysis ofthe life-cycle ofsuch systems, and
the kind of maintenance operations needed to maintain the service.

The initial developmentstage concernthe implementation of the
functional specification of an application in @mputer, fulfilling the
specified dependability requirements.

During the product life, it may be necessary to add fumetionality
which may require more powerful CPUs amttiernew components. This
may lead to arupgradeof thecomputer with up-to-dat€OTS hardware
and software. Similarly, an upgrade thie computer may beequired to
address the issue of the rapid obsolescence of its components.

Hence, the targetedostsare related to thevhole life-cycle of a
product: development cost thie beginning of itdife and thecost of each
modification, including re-validation.

Forembedded real time systemish a high level ofdependabilityan
important effort is placed on the validation tasks. Furtherntbesrequired
high levels of dependability and performance of theggemscannot be
provided by standard commercial products.

Besides that, frequent updates may be requiretidyery shortlife-
cycle ofthese commercial products; tiie non functional requirements

(dependability, real-time performance) are provided in a specific way, at the
application level, this could lead to very high modification costs, because of

the re-validation operations required.

The reuse ofvalidatedparts is also suitablBEom one application to
another, to lower the development costs

Hence, to take benefit of these of COTS componentand actually
reduce the life cycle cost, it is necessary to define an approach helping to:

 Fulfil various levels ofdependabilityrequirements, depending on the
targeted application, or the phase of mission of the system.

» Support the hardealtime constraints ofystems for whichhe respect
of deadlines is a condition of the mission success.
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1. Requirementand Motivations 3

» Reusevalidationresults for parts of systenthat arereused from one
application to another or in case of an upgrade.

2.2 Application domains

The architecture is aimed at two major classes of application:
+ Critical instrumentation.
» Safety-critical or safety-related process control.

The targeted applicatiordomains are primarily those of the
consortium’s end user partners, whiahe diverse and riclenough to
validate the approach.

* Railway applications.
* Nuclear applications.

» Space applications.

Potentially, however, GUARDS can addressthe same application
classes for other application domains:

» Avionic applications.
» Defence applications.

* Chemical, petroleum and processing industry applications.

We describe belowsome typical railway, nuclearand space
applications, along with their main characteristics.

2.2.1 Railway applications

In the railwaydomain, wecan define five distinct areas of application of
GUARDS to different signalling system functions and products.

» Communication technologies, especially track to train.
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4 1. Requirementsnd Motivations

* Information processing technologiesspecially in safety-critical
applications.

» Signalling system component technologies.
» Signal and train system architecture.

» Processtechnologiesused indeveloping signalling and train control
products.

Standards in this domaidictate extremely lowcatastrophic failure
ratesfor individual subsystems (e.g., le#san10-11/hour with respect to
physical faults). In railway applications, it isommon to physically
segregatesubsystemsesponsible fowital (safety-critical)functionsfrom
non-vital functions. It could be useful tovestigate the possibility of a
single instancesupporting both high-integrityital functions and low-
integrity non-vital functions. This would be effective in reducing costs.

2.2.2 Nuclear applications

In the nuclear domairGUARDS targets mainlythe Instrumentation
and Control(1&C) of nuclear reactor$or power generation of a nuclear
propulsion system for submarinéhe 1&C subsystem icritical for the
operational mission, and is classified B accordintE61226 (availability
of power generation). The relevant part of IR€ subsystem igelated to
process regulation, command and control of all the actuators theriteed
for the availability of power generation, aalllthe man/machine interfaces
in the control room.

Other targeted projects include:
* Experimental reactors.

* Nuclear 1&C revamping (i.e., a major upgrade in the product life)

These kinds of application lead tovery long missionduration
between possible maintenance operations.
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1. Requirementand Motivations 5

Two requirements from thigpplicationdomain imposejuite severe
restrictions on thelesign space. First, must be possible tseparate
redundant elements ttie architecture by severns of meters so as to
tolerate physical damage. Second, to avoid obsolescence during the
submarine’slifetime, the use of unmodified commercial off-the-shelf
operating system(s) is mandatory.

2.2.3 Space applications

In the space domaithe needs for a systematic provisiondagpendability

for embedded computer systemre encountered in hightyitical real-time
functions embedded in space systems devoted to long life time missions or
manned transportation systems.

Examples of such applications are:

* Autonomous spacecraft and longlife time scientific probe
(ROSETTA).

* Space systertolerant to veryharsh environments (militargatellites or
robots).

» Automatic systems performing rendezvowsith manned systems
(ATV i.e. Automated Transfer Vehicle).

* Manned systemsspace vehicles anglatforms (CTV, i.e., Crew
Transfer Vehicle and CRV, i.e., Crew Rescue Vehicle).

A particularly challenging application in the spatmmain isthat of
an autonomous spacecraft carrying oussionscontainingphaseghat are
so critical that tolerance of several faults may be required (e.qg., tyrdst
or docking). Duringnon-critical phasesthe redundanelements may be
powered down to save energy. Moreovie the railway application, it is
necessary for amstance to be able tsupport software ofifferent
integrity levels: high-integritycritical softwarethat is essentiafor long-
term mission reliability and potentially unreliable payload software.
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6 1. Requirementsnd Motivations

2.3 Requirements

The main requirements follow frorthe two characteristics of the targeted
applications: real-time and dependability, affdm the fundamental
motivation: reducing the overalbst of these application$he idea is to
define a set ofmechanisms (hardwarand software) with well-defined
interfaces, which constitute a generic fault-tolerant architecture with focused
validation obligations. The functionalbmponents anthe fault tolerance
mechanisms should be ssparated as possibletire implementation and

it should be possible to validate them separately.

Real-time constraints and dependabiligguirements not onlpave
an impact on the architectuand onthe technology), butead also to
requirements related to the development process.

We first state the requirements frdire dependability viewpoint and
then thoserelated to the architecture, to tdevelopment process and to
technology.

2.3.1 Dependability

The architectur@addressesafety-critical and safety-relatexystems.
The deployment of such systemequires and agreement tife safety
authorities of the targeted domain. The main dependability requirements are
thus related to:

» Certification.
 Criticality levels of the supported functions.
» Fault models taken into account.

« Validation.
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1. Requirementand Motivations 7

2.3.1.1 Certification

The architecturgproposed bythe GUARDS approachmust allow the
compliance of the resultingomputer with domain-specificertification
standards, despite the use of COTS components, in one of two ways:

» By the use of certified COTS components.

» By the use of mechanisms and an architecture that #tlewertification
of the computer despite the use of non-certified COTS components.

The approach adoptddr achieving dependabilitynust not rely on
diversity of applicatiorsoftware. Howeverthe GUARDS approach will
not prevent the use of such diversity.

2.3.1.2 Criticality levels

It could be useful (i.e.when different applications shar¢he same
hardware) to allovthe coexistence dlinctions in a single computer with
different levels of criticality. The coexistence @inctions of different
criticality requires two levels of segregation:

» At the hardwarelevel (e.g., betweeO boards sharinghe sameback
plane),

» At the softwarelevel (e.g., between functions sharitige sameCPU,
and possibly communicating with each other).

2.3.1.3 Fault models

The architecture should be tolerant of the following classes of faults:

* Independent physical faults of components daned by theusual
databases, e. gCNET RDF 93),including thosdeading to Byzantine
behaviour.
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8 1. Requirementsnd Motivations

» Stochastically dependent faulfsommon mode, commogause and
cascade faults), especially:

— Common-causefaults due to the aggressions from the
environment.

— Correlated design faults.

Obviously,investigation concerning dependent faults will be limited
to the current state-of-the-amdan-machine faultsare not taken into
account.

The set ofmechanisms proposed llge approacltshouldinclude a
mechanism to tolerate transient faults.

2.3.1.4 Validation

Validation encompassefnctional validation and dependability properties
demonstration.

Assumingthat the functional validation is application dependent, the
demonstration of the dependability properties can rely on two
complementary approaches:

» Analytical validation, aimed at verifying andevaluating the basic
foundations of the architecture.

» Experimentalvalidation, by fault injection, by exploitation of field
experience, etc, tassesshe dependability of particular instances of the
architecture.

In the framework ofthe analyticalapproach, the validation of the
specifications of dependability requirements may include both model-based
evaluation andormal methods. Thispproach is aimed at making an
adequate and justified valuation of the kegrameters for garticular
application. In thatvay, it contributes to ensutbe compliancewith the
dependability requirements.
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1. Requirementand Motivations 9

2.3.2 Architecture

The GUARDS approach aims to provide an upgradatabitecture able to

be reconfigured in case of failure, witthe necessary ancefficient
mechanisms to detect fault occurrences and if possible to limit their effects.
This chapter will statéhe requirementselated to reatime, to modularity

and reconfiguration, and to input and output management.

2.3.2.1 Real time

The respect of the dependabilitgquirements with functional constraints
like deadlinesmplies a priori confidence in the ability of theystem to
respect these constraints durimgrmal operation (i.e., without faults). To
this end, we need a method aimed at specifying and verifgengealtime
behaviour of an application, i.e., the respect adhart andpredictable
response time.

The tolerance oftiming faults will be achieved through the
monitoring and control of the behaviour of the application in ordeletect
fault occurrences and, gossible, to limittheir effects(for example, by
killing the faulty process). To this end, a set of GUARDS mechanigths
be provided for application self-checking operations, such as:

» Deadline self-checkmonitoring the total delay of daask between its
activation and its termination.

* Resource monitoring: verifyinthe actualprocessing time used by a
task.

2.3.2.2 Modularity

The use ofthe samearchitecture invarious applicationdomains, favours
the use of a configurable hardware responding to various saveiigbility
and performance objectives.
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10 1. Requirementsnd Motivations

The choice of a redundancy strategy is driven by the dependability
objectives.For examplethe safetymay be performed by a @ut of 2
architecture, while 1 out of 2 is used for availability and 2 out of 3 for both
availability and safety.

Tuning the processing power, depending on the application is also suitable.

Hence, a modular approach is requitieak allows the definition of fault-
tolerant instances with various redundancy strategies (1/2, 2/2, 2/3, or 2/4),
and various processing capabilities with as minimal adaptations as possible
of the application software.

A preliminary analysis leads to the following requirements:

* A means todefine redundantentities in the fault tolerantcomputer
architecture, and a set afechanismsllowing errordetection, partial
degradation (isolation of a redundant entity), dself-repair" of the
fault-tolerant computer by reintegration of a transiently-faulty entity.

* A set ofmechanisms t@onsolidatethe different redundant entities at
the processindevel (results comparisobetween processing units) and
at the input/output level (input and output consolidation).

* A means tomonitor real-time behaviour(scheduling and time
consumption for each task).

2.3.2.3 Reconfiguration

Performingreconfiguration of a fault-tolerartomputer by passivation of

its redundant entities allows it to continue to deliver the application services,
in case of a fault occurrence. Tmew configuration ofthe instance
resulting from this reconfiguration may be associated to specific functional
or dependability requirements; this constitutes a "degradede". A
degraded mode may consist in a reduced set of available services, degraded
dependability, or degraded performance.

It is very important,from the mission point of view, that the
reconfiguration or the replacement of any part of the fault-tolerant computer
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1. Requirementand Motivations 11

does notinduce interruptions in the delivery of tlogtical services. For
example, isolation of a redundant entity implies disconnection aktated
outputsuntil its reintegrationrmay be performedi.e., after asuccessful
testing operation).

For systemswith a very long mission timehe reconfiguration of
the fault-tolerant computer may be performed manually by an operator (on
the basis of the diagnosis information provided by the system).

2.3.2.4 Inputs/Outputs

A typical processcontrol application acquiraaformation onthe state and
the evolution of the physicaprocess through sensorand remote
computing devices. Data may be provided by redundant sources.

The fault-toleranttomputer has ta@heck the validity(consistency,
timeliness, etc.) of data receivedm the sensorsand otherdogical agents.
This information has to beonsolidatedby comparison of information
acquired at thesame time)and any possible inconsistenaentified, if
possible by application-independent software.

2.3.3 Development process

The GUARDS systemsoftwarewill have to be interfaced to application
modules written in different languages. The application development
process used by different end-users may be based on different tools:

» Different standard application design tools.

» Different extension tools foextracting theinformation needed for
monitoring of the real time tasks.

» Different validation tools.

Different methods are usedthe application level, depending on the
field of application ; indeed, thenethodsare tightly adapted to the
applications(for example :the specificatiormethodsare different in the
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12 1. Requirementsnd Motivations

spatial , railway and nucleadomains). A commonand unique
development environment is not required. But, it is suitdiiée these
different tools beable to communicate witheach otherand together
constitute a consistent engineering environment.

In the framework othe validationtools, the modelling tasksequire
an environment able to propose a set of pre-defined models and a means to
specify new modeladapted to the applicatioBxperimentalalidation by
fault injection requires also specific toolsupporting the whole fault
injection campaign :injection points specificationsjnjection scenarios,
results logging and storing....

2.3.4 Technology

The best flexibility of thgproposedarchitecture will be obtainedith a set
of mechanisms that are as independent as possibletliohosenCOTS
components. For exampline GUARDS systensoftware should aim to
use a commorset of services proposed bye chosen real-time operating
system. The cost dhe adaptations to another operatsygtemwill be as
limited as possible.

The interface between theechanismsand theCOTS components
will be asubset ofwell-defined standards. Sticking to standadd®s not
guarantee the life-time of a product, but this approach a priori guarantees a
certain level of reproducibility and the capabilior the compliance of new
components to behecked.For example, ifPOSIX becomesobsolete
sooner than expected, an emulatiorth&fservices shouldtill be possible
on the basis of a new standard.

The fault-tolerant architecture will be designed with shene rules of
segregation at thbardwarelevel as at thesoftware level. For example,
segregation of the power sourceeaichredundant entity contributes to the
fault containment strategy.
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2.3.5 The GUARDS approach

To summarise, the generic approach sought should propose :

* A method to ensure by constructidhe respect oftimeliness and
predictability of real-time behaviour of the application and to
demonstrate a priori the compliance with real-time requirements.

» A scalable, configurable architectuseth with respect to dependability
(safety, availability) and computing resources.

» Dependability validatiormeans:fault-injection tools to verifythat the
GUARDS mechanisms operate propeaatyd a dependability modelling
environment to ensurethe compliance with the dependability
requirements.



