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Chapter 2
Overview

Most ultra-dependable real-timeomputing architectures developed
in the past have been specialised to nteeparticularequirements of the
application domain for which they were targeted. This specialisation has led
to very costly, inflexible, and often hardware-intenssadutionsthat, by
the time they are developed, validated and certibedise inthe field, can
already be out-of-date iterms oftheir underlying hardware arsbftware
technology. This problem is exacerbated in some application domains since
the systems in whichthe real-time architecture ismbedded may be
deployed forseveral decades, i.ealmost an order of magnitudenger
than the typical lifetime of a generation of computing technology.

The end-user companies the GUARDS consortiumall currently
deploy ultra-dependable real-tineenbedded computers their systems,
but with very different requirements and constraints resulting the
diversity of their applicatiordomains: nuclear submarine,railway and
space systems. The architecture developed by the projaims to
significantly decrease the lifecyctsts of such embedded systems. The
intent is to be able toonfigureinstancesof a generic architecture that can
be shown to meet the very diverse requirements of these (and aritie)
real-time application domains. A three-pronged approach is being followed
to reduce thecost of validation andcertification of instances of the
architecture: aylesign forvalidation, so as tdocus validation obligations
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2 2. Overview

on a minimumset of critical components; b) re-use afready-validated
components indifferent instances; and c) thsupport of software
components of different criticalities.

This overview chapter is structured falows. Section2.1 sketches
the rationalefor the design ofthe generic architectureyhich is then
summarized irSection2.2. Central to the architecture is an inter-channel
communication network, which is described in Sectib®. Section 2.4
details the inter-channel fault-toleranceechanismswhile Section 2.5
discusseghe schedulingssuesraised byactive replication of real-time
tasks. Sections 2.7 and 2dscussrespectively thedevelopment and
validationenvironmentghat accompanythe architecture. Finally, Section
2.9 describes the current prototypes.

2.1 Design Rationale

To meritthe epithet‘generic”, the architecturanust beable tomeet the
widest possible spectrum dépendability and real-timeequirements. To
this end, we first consider some key non-functional requiremertigioél
applications in each of the thremd-user domains. Wien discuss the
issues of fault classes and real-time scheduling.

2.1.1 Key Non-Functional Requirements

A typical instance of the architecture in the railway donveauld be afail-
safe controlsystem. Standards in this domailictate extremely low
catastrophic failure rategor individual subsystems (e.g., lesthan

10™Yhour with respect to physical faults). In railway applications, it is
common tophysically segregatsubsystemsesponsible fowital (safety-
critical) functions fromnon-vital functions. Wedecided to investigate the
possibility of a single instance supporting both high-integrity vital functions
and low-integrity non-vital functions.

In the nuclearsubmarine domain, amstance of the architecture
would typically beused to support secondapyotection functions, which
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2. Overview 3

are required to be ready treact in case of(rare) incidents. Two
requirements from this application domain impgs#e severe restrictions
on the design space. First, must be possible teeparate redundant
elements ofthe architecture by severaleters so as ttolerate physical
damage. Second, to avoid obsolescence duhagubmarine’slifetime,
the use of unmodified commercial off-the-sha&peratingsystem(s) is
mandatory.

A particularly challenging application in the spatmmain isthat of
an autonomous spacecraft carrying oussionscontainingphaseghat are
so critical that tolerance of several faults may be required (e.qg., tyrdpst
or docking). Duringnon-critical phasesthe redundanelements may be
powered down to save energy. Moreover, it is necessary fiostamce to
be able tosupport software ofifferent integrity levels: high-integrity
critical softwarethat is essentiafor long-term missionreliability and
potentially unreliable payload software.

2.1.2 Fault Classes

The architectur@aims totoleratepermanent and temporary physical faults
(of both internal and externabrigins) and should providélerance or
confinement of software design faults. This wide spectruffawdf classes
[Laprie, 1995 #2140] haseveral consequences beydhd basic physical
redundancy necessary twlerate permanentinternal physical faults.
Tolerance ofpermanentexternal physical fault¢e.g., physical damage)
requires geographical separation of redundanbgmporary external
physical faults (transientg)an lead to rapidedundancy attritiorunless
their effects can be undone. Timeansthat it must be possible taecover

corrupted processors. Temporary internal physical faults (intermittents) are

treated as eithgoermanent or transient faults according to thate of
recurrence.

Many design faultcan also betolerated like intermittents if their
activationconditions are sufficiently diversifiefsray, 1986 #1234] (e.g.,
through loosely-coupleteplicatedcomputations). However, desidaults
that are activatedystematically for @iven sequence of applicationputs
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4 2. Overview

can only be tolerated through diversification of design or specification. Due
to limited resourcesthe projecthas not considerediversification of
application software beyond imposinghe requirementthat no design
decision shouldpreclude thatoption in the future.However, we have
studied the use of integritgvel and control-flow monitoringnechanisms

to ensure that design faults in non-critical application software daffeat
critical applications. Moreover, wédnave considered diversification for
tolerating design faults in off-the-shelf operatingystems. Wealso
encourage activation condition diversification so asptovide some
tolerance of design faults in replicated hardware and replicated applications.

2.1.3 Real-Time Models

In keeping with the genericity objective, the architectarest becapable of
supporting a range of real-time computational and scheduling models.

The computational modetlefines theform of concurrency (e.g.,
tasks, threads, asynchronous communicagts) and any restrictiothat
must beplaced on applicatioprograms tofacilitate theirtiming analysis
(e.g., bounded recursion). Applications supported GYARDS may
conform to atime-triggered, event-triggered amixed computational
model.

Threescheduling modelare considered [Wellings, 1998 #2163]:
» Cyclic — as typified by the traditional cyclic executive.

» Cooperative — where an application-defined scheduler and the
prioritized applicatiortasksexplicitly passcontrol between themselves
to perform the required dispatching.

* Pre-emptive — the standard pre-emptive priority scheme.

We have focused primarily othe pre-emptive scheduling model
since this isthe most flexible and the onehat presentsthe greatest
challenges.
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2.2 The Generic Architecture

The diversity of end-user requirements daalt-tolerance strategies led us

to define a generic architecture that can be configured into a wide variety of
instances. The architectufavors the use of commercial off-the-shelf
(COTS) hardwarand software components, widpplication-transparent
fault-tolerance implemented primarily by software. Drawingegperience

from systems such as SIFT [Melliar-Smith, 1982 #270AFT
[Kieckhafer, 1988 #766],FTPP [Harper, 1990 #1978hnd Delta-4
[Powell, 1994 #1730]the generic architecture is defined along three
dimensions of fault containment (Figure 1) [Powell, 1997 #2012]:

* Integrity levels, or design-fault containment regions.
» Lanes, osecondaryphysical-fault containment regions.

» Channels, oprimary physical-fault containment regions.

Software
I'[ integrity
41 levels

Fault-tolerance and

}Appllcaty integrity management
Local operating Channel

44— systems redundancy

Intra-channel lanes
Output data

Inter-channel Inputs and consolidation

communication unconsolidated Cogjfl'ligted
network outputs p

[ ZOTS components
[ Seneric GUARDS components
[ Application-specific components

Figure 1 — The generic architecture
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6 2. Overview

A particular instance of the architecture is defined bydiheensional
parameters@, M, 1} and an appropriateelection of generic hardware and
software GUARDS componentsThese genericomponents implement
mechanisms for:

e Inter-channel communication.
* Output data consolidation.

» Fault-tolerance and integrity management.

Fault-tolerance and integritpanagemenare software-implemented
through a distributed set ajeneric system components (shown as a
“middleware” layer on Figure 1). Thiayer is itself fault-toleranfthrough
replication and distribution of itsomponents) withrespect to faultshat
affect channels independently (e.g., physical faults). Howevetolgrance
of design faults in this system layer is not explicitly addréssed

2.2.1 The Integrity Dimension

The integritydimension aims to provideontainment regions with respect
to software design fault3he intent is to protect criticalomponentsrom
the propagation oferrors due to residual design faults less-critical
components. Eachapplication object is classified within a particular
integrity level according tohow much it can be trusted (thenore
trustworthy an object is, the higher its integrity level). The degreéhich

an object can be trusted depends on the evidence that is available supporting

its correctness, and the consequences of its failure (i.e., its criticality).

The required protection is achieved by enforcing an integrity policy to
mediate thecommunication between objects of different lev@asically,
the integrity policy seeks to prohibit flows of information from low to high
integrity levels, like in the Biba policfBiba, 1977 #1673]. However, this

1 Note, however, that correlated faults are included in the models usassé&ss

the dependability of instances of the architecture: see Section 2.8.2.
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2. Overview 7

approach is inflexible. An object can obtalata ofhigher integrity than
itself, but the data must then inherit the level of integrity of this object. This
results in a decrease tine integrity of the data, without any possibility of
restoringit. We dealwith this drawback by providing special objects
(Validation Objectswhose role is to apply faulblerancemechanisms on
information flows. The purpose ofthese objects is to outputliable
information by using possibly corruptethta as inpufi.e., with a low
integrity level). Such objects upgrade the trustworthinestatafand hence
allow informationflows from low to high integrity levels [Totel, 1998
#2151].

It must be ensurethat it isnot possible tdy-passthe controls put
into place toenforce the policyThis is achieved by spatial and temporal
isolation, which are provided respectively bymemory management
hardware and resourcatilization budget timers[Totel, 1998 #2165].
Furthermore, for the most critical compone(ite topmostintegrity level)
and a core set of basicomponents (i.e.the integrity management
components anthe underlyinghardware and operatirgystems), itmust
be assumeckither that there are ndesign faults, orthat they can be
tolerated by some other means (e.g., through diversification).

The integrity dimension ofthe architecture is detailed in Chapter
$$$7.

2.2.2 The Lane Dimension

Multiple processors olanes are used essentially to define secondary
physical fault containment regions. Such secondary regamdeused to
improve the capabilitiesfor fault diagnosis within achannel, e.g., by

comparison of computation replicated on several nodes. There is also scope

for improving coverage with respect to design faults by usitig-channel
diversification.

Alternatively, lanes can based to improvethe availability of a
channel, e.g., by passivating a ndtat is diagnosed to be permanently
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8 2. Overview

faulty. The required faultliagnosis could be triggerather by theerror-
processing mechanism@thin a channel othrough an error signdrom
the inter-channel voting mechanisms.

Further reasons for defining amstance with multiple lanemclude
parallel processing to improve performance andlation of software of
different integrity levels. To aid theming analysis of such software we
require that the multiplprocessorsvithin a channel have accessstoared
memory (see Section 2.5).

2.2.3 The Channel Dimension

Channels providehe primary fault containmentregions that are the
ultimate line ofdefense within a single instander physical faultsthat
affect a single channel. Fault tolerancebased onactive replication of
applicationtasks oveithe set of channels. hhust be ensurethat replicas
are supplied with the same inputs in the same od#spite the occurrence

of faults. Then, as long as replicas on fault-free channels behave

deterministically, theyshould producdhe same outputs. Error processing
can thus be based on comparison or voting of replica outputs.

Not all instances require treame number ofhannels. In fact, one

could imagine an instance with just one channel. This would be the case for

an application thabnly requires multiple integrity levels, éor which the
fault-tolerance mechanisms implemented within a chaameejudged to be
sufficient. It should beexpected however,that most applications require
instances with several channels. Important cases are:

* Two channels: motivated either byrequirement for improvegafety
(using inter-channelcomparison) or improvedeliability (based on
intra-channel self-checking to provide crash failure semantics).
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2. Overview 9

* Three channels: thevell-known triple modular redundancy (TMR)
strategythat enablesmost faults in one channel to bmasked. In
addition any disagreemendse detecteénd used as inputs for error
diagnosis and fault treatment.

* Four channels: to enablmasking ofcompletely arbitrary faults or to
allow a channel to be isolated for off-line testing while still guaranteeing
TMR operation with the remaining on-line channels.

Instances othe architecturavith more than four channelsare not
currently envisaged.

2.3 Inter-Channel Communication Network

Central to the architecture is an inter-chanceimmunication network
(ICN), which fulfills two essential functions:

It provides a global clock to all channels.

* It allows channels tachieve interactiveconsistency (consensus) on
non-replicated data.

The ICN consists of an ICN-manager fogach channel and
unidirectional serial links to interconne¢he ICN-managers. In the
prototype implementatiorthe ICN-manager is a Motorola 68040-based
board with a dual-port sharedemory for asynchronous communication
with the intra-channe/ ME back-planebus. Serial linksare provided by
two Motorola 68360-based piggy-back bodrdsach such board provides
two Ethernet links. One link is configured as transmit othlg, otherinks
are configured aseceiveonly. An ICN-managecanthus simultaneously
broadcastdata to theremote ICN-managers over its outgoiserial link
and receive data from the remote ICN-managers over the other links.

2 The exception is that of Byzantine clock behavior (see Section 2.3.1).

% For a two-channel instance, only one ICN piggy-back board is necessary.
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2.3.1 Clock Synchronization

The ICN-managersconstitute a set of fully interconnecteddes. Each
node has a physical clock and computes a global logical clockhnmegh

a fault-tolerant synchronizatiagorithm. Such an algorithm d@assically
defined as one that satisfies both the agreement and accuracy properties:

* Theagreementondition is satisfied if and only if the skew between any
non-faulty logical clocks is bounded.

» Theaccuracycondition is satisfied if and only #ll non-faulty logical
clocks have a bounded drift with respect to real time.

Since COTS-based solutionare preferred withinGUARDS, we
focused on software-implemented algorithmspéamticular, we considered
both convergence averaging and convergence non-averaging algorithms
[Ramanathan, 1990 #1017].

In a convergence averaging algoritheach node resynchronizes
according to clock values obtaingtlrough periodicone-round clock
exchanges. Oreachnode, the other clocks can be taken into account
through a mean-like function [Lamport, 1985 #239], omadian-like
function [Lundelius-Welch, 1988 #1020The worst-case skew ofhese
algorithms is dominated bthe uncertainty ortransmissiondelay. They
can toleratd arbitrarily faulty nodes in a (fullyconnected) network o
nodes, under the sufficient condition that 3.

In a convergence non-averaging algoritreachnode periodically
seeks to beahe system synchronizer. Tdeal with possible Byzantine
behavior, the exchangedessagesan be authenticatefbrikanth, 1987
#353]. The worst-case skew ofhese algorithms is dominated by the
maximum messageansit delay.When authentication isused forinter-
node message exchangd®y can toleraté arbitrarily faulty nodes with
only n > 2f nodes.

The GUARDS architectureuses aconvergence-averaging solution
based on [Lundelius-Welch, 1988 #1020] amplied to up tdour nodes
(i.e., ICN-managers in our architecture). This choice masvated mainly
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2. Overview 11

by reasons of performance and design simplicity. It imptrest the
probability of occurrence of a Byzantine clatlust becarefully evaluated
in a three-channel configuration. This probability is expected to be very
small, since thelCN serial links are broadcastedia andthe ICN-

managers can check that they receive a syntactically correct synchronization

message in a well-defined local time window.

The global clock maintained by the set ®CN-managers is
broadcasted, via the intra-channel back-plaumgses, tahe processors and
I/O boards local to a channel.

2.3.2 Interactive Consistency

Theissue ofexchanging private data betweemannels and agreeing on a
common value in the presence of arbitrary faults is known asttractive
consistency problenfthe symmetric form ofthe Byzantine agreement
problem) [Pease, 1980 #1937he two fundamental propertiethat a
communication algorithm must fulfill to ensure interactive consistency are:

» Agreementif channelsp and q are non-faulty, then they agree on the
value ascribed to any other channel.

» Validity: if channelgp andq arenon-faulty, therthe value ascribed to
by g is indeedv’s private value.

In the general case, thecessary conditions tachieve interactive
consistency in spite of up toarbitrarily faulty channels are [Lald,994
#1884]:

* Atleast 3+1 channels.
* At least 2+1 disjoint inter-channel communication links.
» At leastf+1 rounds of message exchange.

» Bounded skew between non-faulty channels.
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Under the assumption ofauthenticatedmessages, whicltan be
copied andforwarded but notundetectably altered by a relayer, the
condition on theminimal number ofchannels can be relaxed fe2.
Nevertheless, at leasf+d channels are stihecessary if majority voting
must be carried out between replicated application tasks.

The interactiveconsistency protocol used BUARDS isbased on
the ZA algorithm [Gong, 1998 #1992], which walerived from the Z
algorithm [Thambidurai, 1988 #1993] by addiribe assumption of
authentication. In particular, authentication precludesiésignfault in the
Z algorithm identified in [Lincoln, 1993 #1444]. Following the hybiadilt
model described ifLincoln, 1993 #1444]the protocolallows for both
arbitrarily faulty channels and channels affectedldss severe kinds of
faults (e.g., omission faults).

For performance reasonand since byassumptionthe architecture
only needs totolerate accidentafaults and not malicious attacks, we
preferred to use &eyed checksum scheme for messagéthentication
rather than resorting to true cryptographic signatutesler this scheme,
multiple checksumsare appended to eadbroadcast) message. Each
checksum is computed ovéne concatenation of the data part of the
messageand a private keyhat isknown only tothe sender and to one of
the broadcast destinations.

2.3.3 Scheduling

TheICN is scheduled according to a table-driven protocol. The schedule
consists of drame (corresponding to a giveapplication mode) that is
subdivided intacyclesandslots The lastslot of acycle isused forclock
synchronization, so the length ofcgcle isfixed either by the required
channel synchronization accuracy or by mh@ximum 1/Ofrequency in a
given mode. The other slots of a cycle are of fixed duration and can support
one fixed-sized message transmission (and up tree message
receptions). In the current implementation, each message may contain 1000
bytes.
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Furtherdetails on the inter-channebmmunication network and its
implementation are given in Chapter $$3$3.

2.4 Inter-Channel Error Processing and Fault Treatment

From a conceptual viewpoint, it iscommon to consider fault
tolerance as being achieved lgyror processing andault treatment
[Anderson, 1981 #29].

Error processing is aimed at removing errors fitbien computation
state, if possible beforefailure occurrence. In generatyror processing
involves three primitives [Laprie, 1992 #982]: errordetection, error
diagnosis and error recovery.

Fault treatment is aimed at preventing faditsm being activated
again and also involves threarimitives [Laprie, 1992 #982]: fault
diagnosis, fault passivation and reconfiguration.

In GUARDS, error recovery isachieved primarily by error

compensation, whereby the erroneous state contains enough redundancy to
enable itstransformation into an error-free state. This redundancy is

provided by active replication of critical applications(although
diversification is not precluded) ovéhe C channels; it is application-

transparent redundancy and managed by software, including comparison or

voting of computed result&rror processing thueelies primarily onN-
modular redundancy tdetectdisagreeing channels and (whéz3) to
mask errorsoccurring in the votedesults at run-time. Whe@=2, two
possibilities are offered, as already mentioned in Section 2.2.3:

» Error detection (locally by a channel) asdmpensation (by switching
to a single channel configuration).

» Error detection (by channel comparison) and switching to a safe state (a

degenerate form of forward recovery).



OCO~NOUITA,WNE

10

11
12

13
14
15
16
17
18

19
20
21
22
23
24
25
26

14 2. Overview

Figure 2 illustrateshe replicated execution of an iteratiask in the
case of a three-channel configuration. After readiegreplicatedsensors,
the input values are consolidatedrossall channels after awo-round
interactiveconsistency exchange ovétre ICN. The applicationtasks are
then executedasynchronously, with pre-emptive priority scheduling
allowing different interleavings of their executions on each chariimgs.
diversifiesthe activities of the different channels, thereby allowimgny
residual design faults to blerated as if theywere intermittents (cf.
Section 2.1.2).

read consolidate execute application vote write
sensors  inputs results actuators

‘error reports error reports
to error diagnosis to error diagnosis

Figure 2 — TMR execution of an application function split into sequential
threads

Application state variables(which contain valueshat are carried
over between iterationsdre used together with consolidated inputs to
compute the output values, which are exchanged in a single round over the
ICN and voted. The voted results are then writtethéoactuatorspossibly
via output consolidatiohardware (cf. Figure 1 and Chap$$$6), which
allows the physical values to be voted.

Since neither the internal state variables of the underl@@J S
operatingsystems notthe totality of the application state variables are
voted, further error recovery is necessary to correct saoh state that
becomes erroneoysote thatthis may becase even in the event of a
transient fault).However, this is a secondary, non-urgent eremovery
activity since, until another channel is affected by a fault, ¢neor
compensation provided by output voting or switching carebed upon to
ensure that correctoutputs are delivered to the controllegrocess.
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Consequently, this secondary error recovaay be viewed as part tHult
treatment.

In the next section, we describe th6UARDS diagnosis
mechanisms, whicinclude botherror diagnosis, talecide whether the
damage to a channebtatewarrants furthelction, and fauldiagnosis to
decide the location and type of the fault dhds the necessarycorrective
action.

Then, in Sectior?2.4.2, we describthe state recovery procedutet
allows re-integration of a&hannel after a transient fault or repair of a
permanent fault.

2.4.1 Diagnosis

Thefirst step in diagnosis is toollect error reportsgenerated during the
interactive consistency and consolidation exchanges (majority voting
discrepancies, timing errordCN bus transmission errorsprotocol
violations, etc.) and then to filtehem to assesshether the extent of
damage warrants further action. Indeed, some reported errors nitagveot
resulted in any change to the state of a channel. Alternativebnlyf a
small part of the statdhas become erroneouken anerroneouschannel
might correct itselfautonomously by overwritinghe erroneousvariables
during continued execution. $uch fortuitous recovery does not occur, an
explicit forward recovery action is necessary to reconstruct a correct state.

The filtering of errors is done using a software-implemented

mechanism known as ancount, which wa®riginally proposed for the
discrimination of transient versus intermittent-permanent faults
[Bondavalli, 1997 #2094]. Error reporése processed on periodicbasis,
giving lower weights to error reports as they get older. A searmableoy
(initially set to 0) is associated achcomponenix to record information
about theerrors attributed to thatcomponent.The L-th judgement is
accounted for as follows:

a, (L) =a,(L-1) + 1 if componenk s perceived as faulty
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a,(L) =ke a,(L-1) if componenkis perceived as correct (with ki<l1)

Whena,(L) becomegyreater than a given threshald, thedamage
to the state o€omponenix is judged to be sucthat further diagnosis is
necessary.

The appropriate filtering action can peovided by several different
heuristics forthe accumulation and decg@yocesses (where,(L) takes

slightly different expressions)[Bondavalli, 1997 #2094, Powell, 1998
#2181, Rabéjac, 1997 #2153]. For agiven error distribution, the
parameters othe heuristics can be determinddough adependability
evaluation (for example, see [Bondavalli, 1997 #2094]).

A distributed version ofi-count is used iiGUARDS toprovide the
error syndrome that is input to inter-channel fault diagnosis. Etzenmneli
maintainsC a-count variables, oneg;;, representing its opinion of its
own health andC-1 variables,ajj, j #1i, representing its opinions of the

health of the other channels. Thecountsare updated angbrocessed
cyclically. Eachcycle N, , called ana-cycle, has a duration chosen such
that N,.mn = N¢.ame Wheren, is an integer andN¢, 5 the duration of the
ICN frame (see Section 2.3.3).

Since each channehay have a different perception of thexrors
created by other channels, thecountsmaintained by each channalust
be viewed as single-source (private) values. Téreyconsolidated at the
end ofeacha-cycle through arinteractive consistency protocol sthat
fault-free channels have a consistent viewthaf status ofthe instance (a
consistent matrixA of a-count values). Duringhe nexta-cycle, fault

diagnosis can thus be performed usfagrhe resultingdiagnosis consists
of a vectorD whose elementd, represent theliagnosed state ofach

channel (correct or requiring passivation and isolation).
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The fault diagnosis problem habeen extensively studied in the
literature. An ideal diagnosis should be botirectandcomplete

» A diagnosis iscorrect if any channelthat is diagnosed as faulty is
indeed faulty.

» A diagnosis ixompletdf all faulty channels are diagnosed as faulty.

In the current case, the inter-channel tests have imperfect coverage so
a channel requiring passivation is not necessarily accusedll lwprrect
channels [Blough, 1992 #215bee, 1990 #1509].The algorithm in the
current implementation diagnose<l@annel as faulty if it is accused of
being faulty by a majority of channels or, of course, if it accuses itself. This
algorithm is correct and complete undee assumptiorthat nomore than
one channel at a time is accused by a fault-free chadoelever, due to

the memory effect of thea-count mechanism, this assumptioan be
violated if near-coincident faults occur on different channels. In this
situation, there ighus a trade-offoetween the probability of incorrect
diagnosis caused by a lonmgemory effect (high value of k) and the
probability of having an incorrect majority vote duestow elimination of

a faulty channe{low value ofk). This trade-off ighe subject ofongoing
research.

Once a channdhasbeen diagnosed as requiring passivation, it is
isolated (i.e., disconnectécbm the outsidenorld) andreset (withthe re-
initialization of operatingsystem structures). A thorougelf-test is then
carried out. If the test reveals a permanent fault, the chanseithed off
and (possibly) undergoespair. Whenever ahannelpasseshe test (i.e.,
the fault was transient), or after having repaired a channel having suffered a
permanent fault, ilmust bereintegrated to avoidinnecessary redundancy
attrition.

It should benoted that theerror filtering action of thea-count can

effectively be turneff by setting its thresholat=1. In thiscase, any
transient fault leading to a self-detectador (or to errorgerceived by a
majority of channels) will causthat channel to geéhroughthe possibly
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18 2. Overview

lengthy self-test and re-integration procedure, irrespectively of the extent of
the actuadamage tdhe channel's state. A fault affecting another channel
before re-integration of the®rmer will induce a further decrease in the
number ofactive channelsWhen transientare common, this policy can

can cause rapigwitching to a safe statetiie number ofactive channels
becomesinsufficient for error compensation to remaieffective. The

choice of whether filtering isised or, morgenerally, the value of the-
count thresholdthus leads to a classic trade-off between safety and
reliability.

2.4.2 State Restoration

For achannel to be reintegrated nitust first resynchronisis clock, then
its state, withthe pool of active channels. Since ndll state variables are
necessarily consolidated throug@N exchangesthe state(or channel
contex} cannot be retrieved by simply observing the traffic onl@, but
must beexplicitly copiedfrom the activechannels. This is achieved by a
system state restoration (SR) procedaedied Running SRapplied to the
channel context, i.e., the set of application state variadesevalues are
carried over successive iterations without consolidation.

A minimum level of servicemust be ensuredven duringthe SR
procedure, so a limitedumber ofvital applicationtasks must ballowed
to continue execution on the actighannels. Running SR is therefore a
multi-step algorithm where, &achstep, only a fraction othe state is
exchangedFurthermoreyital applicationtasks mayupdate state variables
while SR progresses.

The basic behavior dRunning SR isthe following (more details
with variations and optimizationgre given in [Bondavallil997 #2106,
Bondavalli, 1998 #2159]).The channel context is arranged in a single
(logical) memory block managed by a “context object”. Wiienstate of
channelneeds to be restorethe systementers an SR modé The C-1
active channels enter aput staté sub-modewhile the joining channel
enters a et staté sub-mode.



O~NO U, WN B

2. Overview 19

To take advantage of the parallel links of the ICN,wih®le block of
memory storing the channebntext is split intaC-1 sub-blocks of similar
size, eachmanaged by one dhe activechannels. Eaclactive channel
propagates to the joining channel any updates to state variables belonging to
blocki. A Sweepetask is executed to transfer thth block of the context.
In the joining channeltransferreddata are receivednd processed by a
Catcher task. This task hamost of the CPU time available since no
application tasks are executed on that channel.

Switching from normatomputation tothe SRmode occurs at the
beginning of anICN frame, with a correspondinghange in task
scheduling, and SR completion always occurtheatend of drame. After
completion, signatures dfie entire channel state are taken in each channel
and exchanged throughhe interactive consistency protocol.State
restoration is considered successful aif signatures matchNormal
application scheduling is then re-activated on the next frame.

Since a deterministic, finitdkme is required to copyhe memory
block, and any updates to already copied state variables are immediately
propagated, thewhole (parallel) state restoration iperformed in a
deterministic, finite time. The state restorattasksareassigned a priority
and a deadline, arfdr schedulability analysiare treated theame awital
applicationtasks. Notethat, during SR,the ICN has to support: a) the
normaltraffic generated by the vitgl.e., non-stoppable) applications, b)
the extra traffic due to state variable updates, and c) the traffic generated by
the Sweeper task. SR will therefor@rmally require anode change to
suspend non-vital application tasks so as to release processor time and ICN
slots for SR execution and communication.

*k%k

Diagnosis andstate restoration are developed further in Chapter
$$$5.
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2.5 Output Data Consolidation

The purpose of the output data consolidasgstem (cf. Figure 1) is
to map the replicatedogical outputs of each channebnto the actual
physical outputdo the controllegorocess, in such a wdkat the latter are
either error-free or in a@afe position. Such consolidatioplaced at the
physical interfacewith the controlled process, isthe ultimate error
confinement barrier, and is a complement to any software-implemented
voting of the logical outputs.

A given instance of the architecture could have several different
output consolidatioomechanismsaccording to its various interfaces with
the controlledprocess.ideally, an outputdata consolidatiormechanism
shouldextend into the controllegrocessitself, to prevent the physical
interface to thegrocess from becomingsingle point of failure. Atypical
example would be a control surface (e.g., in a fly-by-wpplication)that
can act as a physical voter bymmingthe forces produced by redundant
actuators. Alternatively, a single channel can be designated to control a
given actuator. Failures dhat actuator can be detected at the application
level by means of additional sensors allowing each channel to read back the
controlled processvariable and check it against the requested output.
Recovery can then be achieved $witching to analternative actuator.
Other process-specific outpdata consolidatioomechanisms used in the
GUARDS end-user application domains include combinatoriallogic
implemented byrelay or fluid valvenetworks, andthe “arm-and-fire”
techniguecommonly used tarigger space vehiclgyrotechnics (one
channel sends an "arm" command, which is checked by the other channels,
then all channels send matching "fir&ommands;the pyrotechnics are
triggered only if a majority of the latter concur with the former).

Output consolidatiormechanisms such abesemay be used for
various end-user instancestbé architecture. By definitiorsuch process-
specific techniques cannot be generic so no specific reseacheen
carried out in this directiorHowever,the projecthas consideredeneric
output consolidatioomechanisms for networkeahd discreteoutputs. A
prototype consolidatiormechanism isbeing implementedor discrete
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digital or analogue outputbat can be electrically isolatébm each other
and then connectedhrough a wired-OR tothe output devices.
Consolidation is achieved by having each channel read baokrtsutput

and those ofthe other channel(s) sthat a vote can be carriemlt in
software. Eaclthannel thersendsselectionsignals to a hard-wired voter
(one per channelthat allows or disconnectthat channel’s outputs. This
approach relies on tressumptiorthat theoutput devices catolerate the
short butinevitable output glitch caused by the read-back, vote and
disconnection delay.

*k%

Chapter 8886 gives further details regarding output consolidation.

2.6 Real-Time Scheduling

The architecture is capable of supporting a range of schedunbadgls(cf.

Section 2.1.3). In this section, we focus dhe standard pre-emptive
priority-based scheme. We also discuss the consequences on scheduling of
the ICN network.

Our timing analysis is based updhe Response-time Analysis
[Audsley, 1993 #2029, Leung, 1982 #2164]. VWdssumethat any
communication between applicationsasynchronous througthe shared
memory. The use of round-robin scheduling dhe intra-channel VME
bus allowsall shared memoryaccesses to be bounded. Thisadequate
because it imssumedhat thenumber of hostsvithin a channel issmall.
Furthermore, we assuntiee use of a non-blocking algorithm suchthat
proposed in [Simpson, 1990 #2177] to avttid problemsassociated with
remote blocking.

2.6.1 Inter-Channel Replication of Applications

For an application task to be replicated, it must behave deterministically and
each replicdaskmust processhe same inputs inthe same order. At any
point wherethere is potentiafor replica divergence, the channetsust
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perform aninteractiveconsistency agreement. Unfortunatelye cost of
executing interactiveonsistency agreement protocalan be significant.
There is therefore a need to keep their use to a minimum.

In our approach, wdorce all replicatedtasks toread thesame

internal data. We can thus trade-off fewer agreement communications (and

therefore greater efficiency) against early detectioaradrs. If weassume
that each replicaloes notcontain any inherently non-deterministic code,
replica determinism and error masking (or detection) can be ensured by:

» Performinginteractiveconsistency agreement or Byzantine agreement
on single-sourced data.

» Ensuring that all replicaeceive thesame inputs when those inputs are
obtained from other replica tasks (replicated inputs).

» Voting on any vital output.

2.6.1.1 Agreement on Sensor Inputs

To reduce the complexity of the input selection algorithm, wpictesses
the vector of redundant values consolidatédough the interactive
consistency exchange, it is importantnenimise the error between the
redundant input valuesHowever, since thetasks are independently
scheduled orach channel, they could read tharresponding sensors at
significantly differenttimes. This is similar tahe inputjitter problem
where a task1) implementing a control lavinas toread its input on a
regular basis. If jitter is a problerie solution is to splithe task into two

tasks ¢*,1'). ™" has arelease timt and a deadline appropriater the
dynamics (and the allowable jitter) of the physical quantity beiegsured

by thesensor. Task’ hasthe originalt’'s deadline and is executed at an

* We assume that all 1/O is periodic in nature.
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offset fromthe releas¢ime of T°. We will discuss whavalue thisoffset
should have in Section 2.6.2).

2.6.1.2 ldentical Internal Replicated Input

Two casesieed to be considereghen reader and writetasks share the
samedata, according to whether or not there iseaplicit precedence
constraint between the writer and the read®dhen there is such a
constraint, then it can be captured by the scheduling. When taskslataare
asynchronously (and therefotieere is no explicit precedence constraint
between the writer and the reader), there are four types of interaction:

» Periodic writer] Periodic reader: thperiods ofthe two tasks do not
have a simple relationship.

» Periodic writer] Sporadic reader: there is no relationship between the
period of the writer and the release of the reader.

» Sporadic writef] Sporadic reader: there is no relationship between the
release of the writer and the release of the reader.

» Sporadic writer] Periodic reader: there is no relationship between the
release of the writer and the period of the reader.

In all of these cases, to ens@a&ch replicaeadsthe samevalue, we
keep more than one copy othe data(usually two is enough) and use
timestampgBarrett, 1995 #2107, Poledna, 1998 #202The essence of
this approach is to use off-linechedulability analysigAudsley, 1993
#2029] to calculate the worst-case response timesadi replicatedvriter.
The maximum ofthese values is added to the release of the replicas
(taking into account any releagtter) to give atime by whichall replicas
must have written the datéin the worst case). To allowfor clock drift

between replicas, thmaximum skewg, is also added. This value used
as a timestamp when the data is written.
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A reader replicasimply comparests release time witlthe data
timestamp. Ifthe timestamp isearlier, then the reader can take the data. If
the timestamp idater thanits release time, thethe readeknows that its
replicated writer has potentially executed before the other replicatitsts.

It must therefore take a previous valuetled data (thenostrecent)whose
timestamp isearlier than its releagene. All reader replicas undertake the
same algorithm and consequently get the same value.

2.6.1.3 Output Voting

Where output voting is required, it mgain necessary tansform the
replicated task writing to the actuators itteo tasks ¢ andt®): U sends
the output value across théN for voting, andt°® readsthe majority vote
and sends this to the actuator. The deadlimg will determine the earliest
point when the ICN managercan perform the voting. Theoffset and

deadline oft® will determinewhenthe voted resulinust beavailable and
the amount ofpotential outpufitter. Hence, thetwo taskshave similar
timing characteristics tdhe tasks used forinput agreement (Section
2.6.1.1).The main difference is that there issample majorityvote rather
than an agreement protocol involving three separate values.

2.6.2 Handling Offsets

A real-time periodic transactiomodel hasbeen developed in which
periodic transactionconsists of three tasks, 1> andt’. Taskt' reads a
sensor and sendbe value to théCN manager. Task’ reads backrom
the ICN managerthe set of values receivelom all the replicas; it
consolidates the values arglocessesthe consolidated reading and
eventually produces somedata. It sends thisdata for output result
consolidation to théCN manager. Task® readsthe consolidated result
from the ICN manager and sends it to the actuator.
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This form ofreal-time transaction is implemented by timoifsets.
Analysis of task sets with offsets M-P complete [Leung, 1982 #2164]
and evensub-optimal solutionsare complex [Audsley, 1993 #2179,
Audsley, 1993 #2182Tindell, 1993 #2180].The approach weake is
based on [10], modified to take into accothré fact that the computational

times oft," andt? (respectivey\C,' andC?) are much smallethanC?, the
computational time of?, i.e.,C>>> ma(C?, C?).
Once offsets has been assigned, a check must be made to ensure that:

1. the response times of the individual tasks arethess theoffsets of the
next task in the transaction,

2. there is enough time befotiee offset andafter theresponse to transmit
data on the ICN network, and

3. that the deadline of the transaction has been met.

If any of these conditions is violated, thenmiay be possible to
modify the offsets of the transaction violating the condition in an attempt to
satisfy all the requirements [Bates, 1997 #2160].

2.6.3 Scheduling the ICN Network

Following the individual schedulabilityanalysis of each channel, the
following characteristics are known feachtask participating ineplicated
transactions:

* Period
* Response-time
» Offset

e Deadline

The ICN tables can be built from this information—te same way
as cyclic executiveschedulescan be constructefBurns, 1995 #2178].
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Since all communication throughthe channels’shared memory is
asynchronousthe ICN managercan take the datany time after the
producing task’s deadline has expired.

Of course, there is a close relationship betwbenscheduling of the
channels and the scheduling of the ICN networkhéf off-line tool fails to
find an ICN schedule, it is necessary to re-visite design of the
application.

*k%k

Further details regarding scheduling are given in Chapter $$$4.

2.7 Architecture Development Environment

The generic architecture supported by arArchitecture Development
Environment (ADE)[Paganone, 1997 #2169] consisting of a set of tools
for designing instances dhe architecture according to a coherent and
rigorous design methodhe tool-setllows collection of theperformance
attributes of the underlying executienvironment andhe analysis of the
schedulability of hard real-time threads, not only witbathprocessing
element of thesystem,but alsoamong them. This allows iparticular a
rigorousdefinition of critical communication and synchronizati@mong

the redundant computers.

2.7.1 Design Method

The design and development of @QUARDS software application are
centered on a hard real-time (HRT) design method, which alealtime
requirements to baken into account and verifigtliring the design. The
method also addressé®e problem of designingeplicated, fault-tolerant
architectures, where mumber of computingand communication boards
interact for the consolidation of input values and output results.

The design of aGUARDS application is defined as a sequence of
correlated activities, thanay bere-iterated to produce software design
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that complies with botithe functional and non-functioneéquirements of
the application. Three design activities are identified:

» Functionalarchitecture design, where the software application is defined
through an appropriate designethod andaccording to its functional
requirements and its performance requirements (task periods, deadlines,
etc.).

 Infrastructurearchitecturedesign, wherg¢he requirechardware boards
and genericGUARDS software componentsare identified. They
constitute the underlyingomputing environment othe application
software.

» Physical architecture design, wherethe functional architecture is
mapped ontothe infrastructure and analyzed according to the
performance requirements. This is done not only tifier processors
within each replicated channddut also atthe inter-channel level, to
determine thdCN exchanges needed to consolidate input values and
output results.

2.7.2 Inter-Channel Schedulability

According tothe dependabilityequirementseach critical applicatiotask
replicaneeds to consolidate its inputs and its output results with those of
the corresponding replicas othe other channeldFigure 3). Each

application taskr; is structured as a real-time transaction, consisting of

three sub-tasks, or threads, 1,> andt,® responsible foinput acquisition,
result calculation and output actuation (cf. Section 2.6.2).
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Start Deadline 1
Dr1 Dr2
offset i1 —»
offset 2 ———»
ril T2 i3
Input Processing | Outputl >
A local input consolidated input re%lt consolidated result !
ICN
input from sensor(s) output to actuator(s)
1
2 Figure 3 — Decomposition of critical tasks
3 For each application tagsk a deadline is sehat defines theime by
4 which the final valuemust besent tothe actuator(sjcorresponding to the
5 third thread of the transaction). Intermediate deadlidgs and D;, are
6 also introducedor thefirst and second threads. They defithe time by
7 which the input or output results are (or must be) ready for transfer through
8 thelCN (after a fixed intra-channel transfer time) and consolidated. The
9 transfer and consolidation efch valueover the ICN must take place at
10 pre-defined transfer slots (to synchronize sactivities on each channel)
11 and the needed duratiafetermines an offset fahe activation of the
12  following thread (Figure 4).
offset a1 o
Task 141 ’7=L’—DA1 + P
T offset B1 A
Task 151 [ ] ‘DBl L’
- =
N v ICN transfer slots
ICN LI 1T 1T Pyt IIIIIIIIIIIIIIIIIIIIIII.
1 3 intra-channel transfer

14 Figure 4 — Inter-channel schedulability
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Althoughthe final deadline is set by thhequirementsjntermediate
deadlines can be set arbitrardyrring the design, according tthe intra-
channel schedulability analysis atfte allocation oflICN transfer slots.
Different intermediate deadlingsay imply different ICN transfers(i.e.,
slot allocations) and consequently different offsets. Consequémly{JRT
schedulability analysis (at the intra-channel level) must take into account the
possible tuning of HRT desigattributes (i.e., intermediate deadlines and
offsets), as well as the slot allocation (i.e., the inter-channel schedulability).

2.7.3 Supporting Tools

The functional architecturedesignis supported by an appropriateethod
and tool. To provide fogenericity, GUARDS doesot force the selection
of a specific method, but it is assumed that the metettted by theser
is indeed suitablefor the design of real-time softwaresystems.
Nevertheless, a survey and an analysis of design meliaedshownthat
only HRT-HOOD [Burns, 1995 #2170] addressaglicitly the design of
hard real-time systems, providing means forthe verification of their
performance. ThereforéJRT-HOOD wasselected as the baselidesign
method andHRT-HoodNICE adopted as supportingpol [Intecs, 1996
#2171].

However, the analysis also revealed sevenakaknesses of the
method, inparticular related to théesign ofdistributed systems. The
method was thus extended to inclutde concept oVirtual Nodes similar
to that in theHOOD 3.1 method [HOOD, 1992 #2172The extended
method can take into account the lartemension of GUARDS (by
allocating objects to different processors within a channel) and the integrity
dimension (by definingspatial firewalls around objects of a given
criticality). The HRT-HoodNICE toolset has been accordingly enhanced.

The infrastructure architecturedesign is supported by specific
toolset thatmanages amrchive of hardware andoftware components.
Such componentare described by their relations, compatibilities and
performance attribute3he tool selects the neededmponentsaccording
to the characteristics of the required GUARDS instance.
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As part of thephysicalarchitecturedesign,the applicatiortasks(i.e.,
HRT objects)identified in the functional architecture arepped onto the
infrastructure architecture. They are coupleith the real-timemodels of
the selected components, in ordeai@lyze and verify their schedulability
properties. This is done by the Temporal Properties Analysis toolset, which
analyzes the performance of the resulting distributed software system.

The Temporal Properties Analysis tool-set includeScaedulability
Analyzer and a Scheduler Simulator, based on tlresdable inHRT-
HoodNICE. They have been enhanced to providenare precise and
realistic analysigby taking into account the concept of thre#Htsets) and
to cope with the specific needs of a redundant fault-tolerant architecture (by
allowing the analysis of the interactions over the ICN).

A further result of the physical architectudesign isthat, on the
basis of the real-time models producedtly verificationtools, the critical
interactionsamong software functions atifferent channels are scheduled
in a deterministic way. The ICN transfer slots allocated to them and a set of
pre-defined exchange tables are produced automatically.

As a final step ofthe design phasethe overall structure of the
softwareapplication is extractedrom the HRT-HOOD design and the
related code is automatically generated. To this end, a seambing rules
hasbeen defined to translate tRERT-HOOD design in terms othreads
implemented in a sequentjtogramminglanguage (which could be C or
the sequentialsubset of Ada) andexecuted by aPOSIX compliant
microkernel [Wellings, 1997 #2173].

2.8 Validation

The validation strategymplemented withinGUARDS has two main
objectives [Arlat, 1997 #2054]:

* A short-termobjective: the validation of theéesign principles of the
generic architecture, including both real-time and dependability
mechanisms.
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» A long-term objective: the validation of tlievelopment of instances of
the architecture implementing specific end-user requirements.

A large spectrum of methodstechniques and toolfias been
considered to addresbese validation objectives and to accotort the
validation requirements expressed lie emerging trans-application
domain standard IEC 1508 [IEC 1508, #2122].

Following the comprehensive development model described in
[Laprie, 1995 #2140], the validation strategy is closely linked taldsign
solutions and the proposed generic architecture. The validation environment
that supports the strategy includessomponents forverification and
evaluation,using bothanalytical and experimental techniques. Figure 5
illustrates the relationship between tltemponents ofthe validation
environment, andheir interactions withthe architecture development
environment.
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Figure 5 — Main interactions between architecture development and
validation

Besidesthe three main validation components (namely, formal
verification, model-basedevaluation and fault injection), the figure
explicitly identifies the role played by thmeethodology andhe supporting
tool-set being developed fschedulability analysis (cf. Section 2.7.3). The
figure also depictthe complementarity and relationshipsnongthe three
validation components. Inparticular, fault injection (carried out on
prototypes) complementke other validatiorcomponents by providing
means for: a) assessing the validitytlué necessary assumptions made by
the formal verification task, and b) estimatinthe coverageparameters
included in the analyticalmodels for dependability evaluation. The
following three subsections briefly descrithe related validation activities.
Further details are given in Chapter $$$10.
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2.8.1 Formal Verification

Formal approaches were used both dpecification and as a design-aid.
We concentratesbur effort on four dependabilitymechanisms, which
constitute the basic buildingblocks of the architecture: a) clock
synchronisation, b) interactive consistency, c) fault diagnosis, and d) multi-
level integrity.

The formal approaches that have been applied includedtmthem
proving and model checking. Tablestmmarizeghe main features of the
verifications carried out for each of the target mechanisms.

Table 1 — Formal verification approaches

Target Clock Interactive Fault Multi-level
Mechanism Synchro- Consistency| Diagnosis Integrity
nization
Properties Agreement Agreement Correctness Segregation
Verified Accuracy Validity Completeness Policy
(Multi-level
Objects)
Approach [Theorem Proving Model Checking
Description Higher Order Process Algebra (CCS)
and Logic and Temporal Logic (ACTL)
Specification
Supporting PVS JACK
Tool

CCS: Calculus for Communicating Systems
ACTL: Action based version of Computation Tree Logic

The work carried out on the verification of clock synchronization
relied heavily onPVS (Prototype Verification Syste [Owre, 1996
#2198]. Itled to thedevelopment of a general thediyr averaging and
non-averaging synchronization algorithms [Schwier, 1997 #2195]. The
verification of the synchronizatiorsolution used inGUARDS (cf.
Section 2.3.1) was derived as an instantiation of this general theory.
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The verifications concerning interactiwonsistency [Bernardeschi,
1998 #2184, Bernardeschi, 1998 #218@)lt diagnosis [Bernardeschi,
1998 #2202] and multi-level integrity [Semini, 1998 #2196] wadrdased
on model checking using the JACBuEt Another Concurrency Kitoolset
[Bouali, 1994 #2187]. Thidntegratedenvironment provides a set of
verification tools that can besedseparately or in combinatio@ue to the
complexity of the requiredodels,the tool-setvas extended to include a
symbolic model checker for ACTL [Fantechi, 1998 #2189].

These studies demonstratibe feasibility and the benefits @drmal
methods orrealistic industrialproblems usingstate-of-the-art tools. We
believethis is an important outcomtnat can significantlyfacilitate the
acceptance of the UARDS generic architecturtor critical applications. It
is also expectethat further exploitation of theeomplementarity between
theorem proving and modeahecking couldfacilitate awider industrial
acceptance of formal methods.

2.8.2 Dependability Evaluation

Model-based dependabiligvaluation is widely recognized aspawerful
means to makeearly and objectivedesign decisions by assessing
alternative architecturasolutions. Neverthelesdault-tolerant distributed
systems (such as GUARDHmBstances) posseveral practicamodeling
problems (“stiffness”, combinatorial explosion, etc.). Moreover, due to the
variety of the applicatiordomains being consideredthe dependability
measures of interest encompass reliability, availability and safety.

To cope with these difficulties, we adopted a divide-and-conquer
approach, where the modelling details and levels are tailored to fiedus
of the specific evaluation objectiveBhis wasachieved byfocusing first
the modelling efforteither on generic or specific architectural features, or
on selected dependabilitynechanisms.Then, an abstract modelling
viewpoint that aims to provide aglobal framework for configuring
instances to meet specific application dependabiltguirements was
devised. Finally, elaborating on previous related work (e.g., [Kanoun, 1996
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#2080]), adetailed modelling viewpointthat supportsincremental and
hierarchical evaluation has been considered.

Table 2 identifies thevarious dependability evaluation activities
carried out according to these three modeling viewpoints.

Table 2 — Dependability evaluation viewpoints and studies

Modeling Level Focused Abstract Detailed
Targeted - a-count - Railway prototype Overall design and
Mechanisms, mechanism Instance interactions
Strategies, o . .
Instances - Phased missiong- Nuclear submarine (Nuclear sgbmarlne
prototype prototype instance
- Intra-channel Instance
error
detection - Space prototype
mechanism instance
Formalism Stochastic activity |[Generalized stochasliStochastic Petri netp
networks and Petri nets
generalized stochastlic
Petri nets
Supporting Tools| UltraSAN, SURF-2 SURF-2 MOCA-RP
Resolution Analytical and Analytical and Monte-Carlo
Methods Monte-Carlo method of stages simulation
simulation

The focused models addressed several issues conc#raiagalysis

of genericmechanisms (e.gg-count [Bondavalli, 1997 #2094]) and of
specific featuredor selected instance@hased missions, fathe space
prototype instance [Bondavalli997 #2186]intra-channel errodetection
for the railway prototype instance).

The second viewpoinaims toestablish a baseline set wfodels of
the three prototype instances of the architeciBmvell, 1998 #2162]. A
general notation is introduced thatows for a consistennterpretation of
the model parameters (layersprrelated faults, etcfor each prototype
instance. Thiswork providesthe foundation of a generiecnodeling

approach to guide the choice of a particular instantiation of the architecture,
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according to the dependabilitgquirements othe end-usempplication. A
largenumber of parameters (proportiontadnsientvs. permanentaults,
correlated faults in théardware and software layers, coverage factors,
error processing ratesfc.) have been included in tmeodels, allowing
intensive sensitivity analyses to be carried out. As an examfie msults
obtained, Figure @ompareseliability and safety forthe three instances
consideret for one set of values of the parameters includetieémodels.
The ranking of theeliability curves simplyreflects the redundancy at the
channel level (C = 4, 3nd 2 forthe space, railway and space instances,
respectively). However, in the case of safety, the rankinigeohuclear and
railway instances is reversed. This is mainly dughto fact that, in the
nuclear instance, correlated design faults in either lane of the executive layer
can be detected by the inter-lane comparison within each channel.

® As safety is only a minor concerfor the application targeted by thspace

instance, only the reliability curve is shown for that instance.
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Figure 6 — Comparison of the dependability of selected instances
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Detailed models are needed to allowior a more comprehensive
analysis ofthe behavior of the instances (dependenersy propagation,
etc.). Specifiovork has addressedierarchicalmodeling withthe aim of
masteringthe complexity ofsuch detailed models [Jenn, 1998 #2191].
This work is directed mainly at: a) enforcing thethoroughness of the
analysis, b) helpinghe analyst (i.e., aesign engineemwho is not
necessarily a modeling expert). It is currently being applied and refined on
the nuclear submarine prototype instance.

Although they weresupported by different tools, nameljitraSAN
[Sanders, 1993 #1459], MOCA-RPutuit, 1997 #2199] andSURF-2
[Béounes, 1993 #1407], the modeling efforts all relytran stochastic Petri
net formalism. This shouldacilitate re-use ofthe results ofthe various
studies (both models and modeling methodology).

2.8.3 Fault Injection

The main objectivesfor the planned fault injection activities atwofold:
a) to complementhe formal verification of GUARDS mechanisméi.e.,
removal of residual deficiencies the mechanisms)and b) to support the
development ofSUARDS instances byassessingts overall behavior in
the presence of faults, in particular by estimating coveragelaaeacy
figures for the built-in error detection mechanisms [Arlat, 1990 #34].

Indeed, as an experimental approach, fault injecpoovides a
pragmaticmeans to complement formegrification byovercomingsome
of the behavioral and structural abstractiorede,especially regarding the
failure mode assumptiongault injection is to be carried out on complete
prototypes sdhe mechanismsare tested globallywhen they have been
integrated into an instance. In particular, the interactions between the
hardware and software features are taken into account.

Although availabletools could have beensed —albeit with some
extensions — a speciffault injection tool-se{FITS) isbeing developed.
Such a tool-set is a majdeature of the validatioenvironment made
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available tosupportthe end-users ithe development of specific instances
of the generic architecture.

Both for cost-effectiveness andexibility, the fault injection
environment is based on the software-implemefdaltt injection(SWIFI)
technique[Hsueh, 1997 #2100]. This also allows tests tocbaducted
more efficiently, since: a) a limitechumber of errorscan simulate the
consequences of a large number of faults, b) it is less likelyrthanjected
error fails to exercise the dependability mechanisms.

Two main levels of injection are beingonsidered, whether the
targetedmechanismsare implemented bythe ICN-manager board or by
the intra-channelprocessors. Inpractice, theimplementations differ
significantly: whereas fault injection on the intra-charprelcessorgan be
assisted bythe residentCOTS operating systemsand debugfacilities
[Carreira, 1998 #2188, Krishnamurthy, 1998 #219#je ICN-manager
only has a very simple cyclic executive.

We concentrate here on the verification objectivieich isthe main
focus of the current implementation of FITS; further feataresneeded to
addressthe evaluation objectivge.g., see [Arlat, 1993 #810]5ome
examples ofthe experiments aimed at testing variomgechanisms are
given in Table 3.
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Table 3 — Fault injection-based testing of the GUARDS dependability
mechanisms

Fault/Error Type [Trigger Event Observation
ICN Mechanisms:
- Clock - Omit/Delay Specific ICN
Synchronization Synch. Mess. |Frame/Cycle/Slqgt Status
. Vectors
- Interactive - Alter ICN Table

Consistenc
! y - Repeat the Samg

- a-count and Error
Diagnosis

Host Mechanisms:

- Multi-level - Issue a Forbidden  Condition - Integrity Kernel
Integrity Call (Flag/Counter) Activity
- Control Flow - Provoke lllegal on the Host - Control Flow
Monitoring Branch Monitor
- HRT Scheduling - Modify Task - ICN Status Vectors
Priorities

Besidesinjecting specific fault/errotypes, FITS allowsnjection to
be synchronized witlthe targetsystem by monitoringrigger events. Of
course the observations depend dhe targetednechanisms. While it is
primarily intended to inject on a single channel, observations are carried out
on all channels. Initial experiments will focus on the ICN mechanisms.

2.9 Prototypes

Several practicainstances of the generic architecture have been
studied, and a prototype feach of the threend-user domains is under
developmentThe basic buildingblocks are practically identical in each
instance.However,the configurations of the instances amxy different
and offerquite different fault-tolerance strategiddoreover, although the
operating systems chosen by each end-user are POSIX-comibignéare
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not identical, neither are thend-users' preferredystem development
environments. Consequently, althougbre is a single specification of the
generic software components ofthe fault-tolerant and integrity
managementayer, they have different practical instantiations @ach
instance.

O WNE

o

2.9.1 Railway Instances

7 Oneinstance studietbr the railwaydomain is dairly classic triple
8 modular redundant (TMR@rchitecturewith one processor pechannel
9 (Figure 7). If achannel is diagnosed to be permanently fatitty system
10 degrades to a two-out-of-two mode. Iffault should occur while in this
11 mode,the instance iswitched to a safe state tlie errors caused by the
12 fault are detected (either locallyithin a channel or bytwo-out-of-two
13 comparison).

< Integrity level 2:

Interlocking logic (safety nucleus)
(language C, C++)

< GUARDS FT and integrity

management (language C)

<€—— 0S: VxWorks

Integrity level 1:
Monitoring, diagnostic and
supervision functions
(language C, C++)

ICN
68040 or 68360 processors

14
15 Figure 7 — Railway triplex instance C=3, M=1, 1=2)
16 This instancevould employ Motorola 68040 or 68360 processors,

17 eachrunning a POSIX-compliai¥xWorks operatingsystem. Compared
18 to currently deployedystemsthe innovative aspect dhis instance is the
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co-existence ofwo levels of applicatiorsoftwareintegrity corresponding
to very different degrees of criticality:

» Highly-critical interlocking logic or safety nucleushich must be the
highest integrity.

» Non-critical monitoring, diagnostic and supervision functions.

This is a significant departuréom current practice in railway
applications, where theswvo levels of criticality would normally be
implemented on separate instancekwever, there is an appreciable
economic advantage to be gaingten it is possible to shathe same
hardware between both levels (e.g., for small railway stations).

A second railway instance has also been considered for an embedded
train control system and is currently being prototyped. This is a
straightforward duplex fail-safe configuration.

2.9.2 Nuclear Submarine Instance

The targeted nucleasubmarineapplication is asecondary protection
system. The instance consideredr this application is a dual-channel
architecturewith two Pentium processors #&ach channefFigure 8). To
preventcommon-moddailures of both channels due to physical damage,
the channels are geographically separated by a distance of seeszas.
Like the railway triplex system, this instance hosts two levels of integrity.
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< Integrity level 2:
(language C, C++)
|
GUARDS FT and integrity
|/ management (language C)

«— 0S2:VxWorks

Integrity level 1:
(language C, C++)

OS1: QNX

ICN .
Pentium processors

Figure 8 — Nuclear submarine duplex instanceG=2, M=2, 1=2)

An innovative aspect of this instanceth® use of two processors in
each channelwith two different POSIX-compliant operating systems:
QNX and VxWorks. Apart from the operating systems, both processors in
each channaiun identical applicatiorsoftware.The copies of application
componentsexecuting on each larferm self-checking pairs to provide
detection oferrors due to faultactivated independently on each lane. In
particular, this includes physical faults (of the processors) and design faults
of the processorsand their operatingystems. It is assumdtat design
faults of the operatingystemsare activated independentlgased on the
fact that their designs are diversified. Although pinecessorsre identical,
we alsoassumehatfaults in theirdesign will be independentlgctivated,
based ontheir diversification of utilization(due to loose coupling and
diversification of operating systems).

As long as both channedse operational, they operate irtveo-out-
of-two mode. Results of computations that are declared as error-free by the
intra-channelmechanismsare compared and, in case of disagreement, the
instance is put into a safe stattowever, if errorsare detected locally, by
intra-channelmechanismsthe channel declares itself to be faulty and the
instanceswitches to singlechannel operation. Not#hat this strategy is
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different to that of théwo-channel configurations of the railway instances
(duplex instance, or triplex instance degraded to duplex), which switch to a
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safe state whether the error is detected locally or by comparison.

2.9.3 Space Instance

The instance of the architectuia space applications is threost complex
of those considered. It is a full four-channel instancehef architecture
capable of tolerating arbitrary faults at the inter-chatmes| (Figure 9).
Degradation to threetwo- and one-channel operation is possible. This
instance also features two levels of integrity.

Integrity level 1: / Integrity level 2:
Nominal application with self-monitoring Backup application plus safety

(language Ada 83) monitoring (language Ada 83)

/ GUARDS FT and integrity

management (language Ada 83)

Untrusted OS

Full VxWorks Trusted OS

Restricted VxWorks

ICcN SPARC v7 processors

Figure 9 — Space quadruplex instanced=4, M=2, |=2)

Like the instance intenddadr the nucleasubmarineapplication, this
instance alsgossesses twtanes, but for adifferent reason.For the
nuclear application, theim was toallow diversified but equivalent
operatingsystems to be used $lmaterrors due to design faultould be
detected. Here, the objective is to have one of the lanesgqtiomdarylane)
act as a back-up for the other lane (pinenary lane).Eachlanesupports a
different operating system and different application software:
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* Theprimary lane runs afull-functionality version ofVxWorks and a
nominal application thaprovidesfull control of the spacecraft and its
payload. The application includes built-self-monitoring based on
executable assertions and timing checks.

* The secondarylane runs a much simplerrestricted version of
VxWorks and a safety-monitoring and simple backapplication. The
purpose ofthe latter is toprovide control of the spacecraft in a very
limited “survival” mode (e.g., sun-pointingnd telemetry/telecontrol
functions).

The idea is that neither the flMkWorks northe nominalapplication
supported bythe primary lane can bdrusted to be free of design faults.
However,the restrictedrersion ofVxWorks and the applicatiosoftware
supported by the back-uane areassumed to b&ee of design faults and
thus trustable. Theaim is to allow continued (but severely degraded)
operation in the face of a correlated faatirossall processors of the
primary lane.Errors due to such aorrelated fault can be detected in two
ways:

» By the self-monitoring functions (essentially control-flow monitoring
and executable assertions) included within the nominal application.

* By a safety-monitoring application executed by the secoridagywhile
the primary lane is operational.

In view of the differing levels otrust of the applicationsupported
by theprimary and secondary landkey are placed at different levels of
integrity. The nominal application (on the primary lane) is not trusted, so it
is assigned to the lower integrity level. The back-up applicatiasssmed
to be free of design faults andptaced at the higher integrity level. This
separation of the integrity levels on different lan@®vides improved
segregation (firewalling) between the two levels of integrity.

*k%k

Further details on the prototype implementations are given in Chapter
$$$9
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